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Abstract
We argue that mobile AI assistants require a principled and secure
interface for interacting with third-party applications. We present
Mobile-MCP, an Android-native realization of the Model Context
Protocol that enables applications to expose fine-grained, discover-
able capabilities directly to large language models. By leveraging
Android’s Intent mechanism, Mobile-MCP decouples AI assistants
from tool implementations, allowing tools to evolve independently
while preserving security boundaries. This work points toward
a scalable ecosystem for building flexible and safe mobile AI as-
sistants, moving beyond manually engineered integrations and
unconstrained, GUI-based approaches.

1 Introduction
Mobile phones have become indispensable in modern daily life,
supporting a wide range of activities such as entertainment [6, 12],
communication [16, 23], office work [8, 11], and personal organiza-
tion [3, 10].With the advancement of large languagemodels (LLMs),
LLM-based AI assistants (e.g., Apple Intelligence [2], Huawei Xi-
aoYi [7]) have emerged as a key differentiator and selling point for
smartphones. These assistants promise to help users accomplish
complex tasks more efficiently through natural language interac-
tion, thereby significantly enhancing the overall user experience.

Despite their rapid adoption, current architectures for mobile AI
assistants remain fundamentally limited. Existing solutions gener-
ally fall into two categories. In the first category, AI assistants rely
on coordinatedAPIs to interact with applications or tools [1, 2, 5, 17].
In many cases, both the assistants and their associated tools must
be developed within the same company (e.g., Qwen Chat [1]). This
tightly coupled design significantly limits extensibility and hinders
interoperability among AI assistants and tools from different devel-
opers. In the second category, AI assistants operate by observing
the graphical user interface (GUI), often through screenshots, and
relying on LLMs to infer appropriate actions, such as clicks or text
input [4, 13–15, 21, 22]. These actions are then executed via OS-level
accessibility and automation interfaces. Although more general,
this approach effectively grants AI assistants the same privileges as
end users, raising substantial security and privacy concerns. More-
over, it enables assistants to access all data exposed by the tools,
potentially undermining the tools’ commercial interests.

We argue that neither approach offers a principled, secure, and
scalable foundation for building mobile AI assistants. Instead, there
should be a well-defined protocol between LLM-based assistants
and mobile applications. Such a protocol would allow applications
to expose selected functionalities in a controlled manner, while

enabling AI assistants to automatically understand and invoke
these functionalities, without requiring custom development.

The Model Context Protocol (MCP) [9] is designed for this pur-
pose, providing a standardized mechanism for tools to expose their
functionalities and for LLMs to reason about and invoke them.
However, MCP is primarily tailored to networked services and
server-based tools. To date, there is no practical solution for na-
tively using MCP on smartphones, nor for enabling LLMs—whether
running on-device or backed by cloud computation—to safely and
effectively interact with mobile applications.

In this paper, we propose Mobile-MCP, a practical design and
implementation of MCP for Android smartphones that leverages
Android’s existing inter-application invocation mechanism—the
Intent framework. Specifically, Android applications can declare
externally callable interfaces in their manifest files and provide
textual descriptions that specify the functionality of each interface,
as well as the semantics of its arguments and return values, analo-
gous to how MCP servers expose services. LLM-based AI assistants
can then query the Android package manager to discover all avail-
able MCP-style interfaces, interpret their descriptions, and supply
appropriate parameters to invoke the corresponding APIs via the
Intent mechanism, effectively mirroring how LLMs interact with
standard MCP APIs.

Our approach eliminates the need for prior API coordination
between AI assistants and tool applications. Instead, tools can be
dynamically added to an AI assistant’s capability set and evolve
independently, without requiring any modifications to the assis-
tant’s code or internal prompts. Moreover, the approach allows
each application to expose its capabilities in a fine-grained manner,
enabling a clear distinction between interactions initiated by end
users and those initiated by AI assistants. Together, these properties
enable Mobile-MCP to support a new paradigm for building mo-
bile AI assistants that can safely and flexibly interact with a broad
ecosystem of third-party applications, rather than being limited to
tightly integrated or manually engineered tools.

We have formally defined the data schema that governs how
AI assistants communicate with tool applications, including how
tools expose their APIs, how these APIs are discovered, how they
are invoked, how requests are handled and responded to, and how
results are interpreted. The formal specification is available at [20].
In this paper, we focus on the implementation aspects, and discuss
how Mobile-MCP compatible AI assistants and tools should be
implemented. In addition, we have developed a working prototype
of Mobile-MCP to demonstrate its practical feasibility.

Overall, this paper makes the following contributions:



AgenticOS ’26, March 23, 2026, Pittsburgh, PA, USA Xiheng Li, Mengting He, Chengcheng Wan, and Linhai Song

Android OS

System Services
Activity
Manager

Package
Manager

Tool APP

Manifest.xml

AI Assistant

LLM

①②

③

Figure 1: The workflow and architecture of Mobile-MCP.

• We propose Mobile-MCP, an Android-native realization of
MCP that leverages the platform’s existing inter-application
invocation mechanisms. Our design includes a formally de-
fined protocol schema and a working prototype.

• We show that existing operating systemmechanisms provide
a strong foundation for building AI assistants, and we en-
courage future work that further explores this design space.

The source code [19] and a demonstration video [18] ofMobile-MCP
have been publicly released for reference.

2 Design of Mobile-MCP
Mobile-MCP can be utilized via widely adopted programming lan-
guages in coding Android applications, such as Java and Kotlin. Its
transport layer is based on Android’s Intent mechanism, and its
data layer (message schema) is formally specified in [20].

As illustrated in Figure 1, applications participating in Mobile-
MCP’s workflow assume one of the two roles: (1) AI assistants that
leverage local or remote LLMs to discover Mobile-MCP compatible,
external APIs available on the smartphone, select appropriate APIs,
invoke them with suitable parameters, and interpret the results;
and (2) tool applications that expose MCP-style APIs and handle in-
coming requests from AI assistants. The workflow consists of three
stages: Mobile-MCP API registration, Mobile-MCP API discovery,
and Mobile-MCP API invocation. Although multiple AI assistants
and tool applications may coexist on a single device, we illustrate
Mobile-MCP using a single assistant and a single tool application
for clarity in Figure 1.

1○ API Registration. Each tool application exposes its MCP-style
APIs by declaring a service component using a <service> element
in its AndroidManifest.xml. This element includes three metadata
entries: the application’s name, a textual description of its func-
tionality, and the path to an XML file describing the application’s
Mobile-MCP APIs. A dedicated intent filter marks the service as
Mobile-MCP-enabled, allowing AI assistants to discover it. The
XML file lists all available Mobile-MCP APIs. For each API, it in-
cludes a unique identifier, a natural-language description, and de-
tailed descriptions of the API’s inputs and outputs. Each parameter
is further annotated with its name, type, and semantic meaning.
Upon installation, all declared Mobile-MCP APIs are automatically
registered with the package manager via the AndroidManifest.xml.

2○ API Discovery. As illustrated in Figure 1, an AI assistant dis-
covers available Mobile-MCP services by querying the package

manager using the queryIntentServices(Intent, int)method
of class PackageManager. The Intent is constructed to match the
intent filter used to mark Mobile-MCP services, ensuring that only
Mobile-MCP-enabled services are returned. For each service, the
package manager provides the application’s textual description,
the list of exposed Mobile-MCP APIs, and the natural-language
description of each API. Based on these descriptions and user in-
tent, the AI assistant leverages an LLM to select an appropriate
application, identify the relevant Mobile-MCP API, and determine
suitable invocation parameters.

3○ API Invocation. An AI assistant can invoke a Mobile-MCP
API in two ways, depending on the interaction pattern. For re-
peated or stateful interactions, the assistant establishes a persistent
binding to the tool application by invoking bindService(Intent,
ServiceConnection, int) of class Context, where the Intent
identifies the target Mobile-MCP service. Once bound, the assis-
tant communicates with the tool via the send(Message) method
of Android’s Messenger abstraction, with the Message to trans-
mit the identifier of the Mobile-MCP API and parameter values
encoded as JSON. For one-shot or infrequent interactions, the as-
sistant instead invokes startService(Intent) of class Context,
embedding the target tool, API identifier, and parameters directly
in the Intent. As illustrated in Figure 1, in both cases the requests
are processed by the activity manager, which enforces privilege
checks and dispatches the requests to the tool application.
Demonstration. We implement a prototype system using a clock-
in application as the tool. It exposes three Mobile-MCP APIs: clock-
ing in for the current day, clocking in for a specified day, and
querying clock-in records for a given day. These APIs respectively
demonstrate Mobile-MCP calls without parameters, with param-
eters, and with both parameters and return values, covering the
full range of Mobile-MCP invocation scenarios. The AI assistant
leverages OpenAI’s LLM via its public APIs. The demonstration
video in [18] shows that Mobile-MCP successfully supports all API
invocation patterns. We further evaluate the performance of each
step and find that over 99% of the execution time is spent interact-
ing with the LLM, indicating that API invocations via Mobile-MCP
do not constitute a performance bottleneck for AI assistants.

3 Discussion and Conclusion
In this paper, we present Mobile-MCP, an Android-native imple-
mentation of MCP that leverages Android’s Intent framework for
cross-application communication. We formally define the message
schema used between AI assistants and tool applications. We also
implement a prototype to demonstrate that our design is practical
and feasible. In the future, we plan to extend this framework by inte-
grating additional components that AI assistants commonly require,
such as long-term memory support and on-device LLM inference.
We also plan to explore how to implement the A2A protocol using
the same cross-application invocation mechanism.

More broadly, this work demonstrates the value of reusing and
extending existing operating system mechanisms when designing
new types of applications, such as AI assistants. In particular, we aim
to investigate whether Android’s existing privilege and permission
system, especially features associated with the Intent framework, is
sufficient to manage and restrict AI assistant behavior, or whether
new abstractions and system mechanisms are necessary.
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