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Abstract

Large Language Model (LLM) agents are increasingly being de-
ployed in real-world systems and often interact with untrusted
data. This makes these agents vulnerable to prompt injection at-
tacks, where malicious instructions embedded in tool outputs or
external data manipulate agent behavior. We make a case that many
real-world tasks can be completed without the LLM observing any
untrusted data and propose a taxonomy that categorizes tasks by the
minimum data knowledge required for scriptability. Motivated by
this, we propose an architecture for building agents called Execute-
Only Agents (XOA) that provides architectural protection against
prompt injection, rather than probabilistic protection, by ensuring
the LLM never observes untrusted data.
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1 Background and Motivation

LLM Agents and the ReAct Loop. Modern Al agents are imple-
mented using a ReAct agentic loop [16], where LLM reasoning traces
and task-specific actions are interleaved. On each iteration, the
agentic loop sends the system prompt, the user’s request, and the
conversation history including prior tool outputs to the LLM (e.g.,
with tools described via MCP [2]). As depicted in Figure 1, the LLM
generates a response including structured tool calls; the loop exe-
cutes each call and appends the tool’s output to the conversation,
continuing until no more tool calls are required or a termination
condition is met. Tools often access and return untrusted data such
as files or web pages. This architecture enables agents that can read
emails, manage calendars, browse the web, and execute code, but
creates a fundamental security vulnerability: the LLM cannot reli-
ably distinguish between trusted instructions and untrusted data
returned by tools.

Indirect Prompt Injection Threat Model. Indirect prompt injec-
tion [9, 13] occurs when external data returned by tool calls is inter-
preted as instructions by the LLM. For the purposes of this paper,
we assume the system prompt, tool implementations, the agent’s
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Figure 1: The ReAct loop. High utility but vulnerable to
prompt injection due to tool outputs, including untrusted
data, flowing directly into the LLM’s context.

configuration, communication, and the LLM itself are trusted. How-
ever, the attacker can embed instructions via arbitrary text in any
external data source the agent may access. We consider injection
attacks that cause the agent to execute unauthorized actions, exfil-
trate sensitive data through available channels, or otherwise deviate
from the user’s intended task. We do not address attacks on the
LLM provider, supply chain attacks on tools, or social engineering
of users.

2 Key Observation: Scriptability of Tasks

Conventional agent designs assume the LLM must “see” data to
reason about it. However, many tasks can be completed by a script
that processes data internally, without the LLM ever observing
it. For example, Task 24 “Please show me my unread emails” from
the AgentDojo benchmark [7] can be accomplished with a Python
script that calls the get_unread_emails() tool and returns the
results with no LLM access to the actual email content required. We
classify tasks that are solvable using only tool schemas and no LLM
access to data as Blind scriptable and tasks where the script must
parse unstructured data by inferring its format (e.g., extracting dates
from free-form email text) as Schema-Inferable. Both categories are
completable by deterministic scripts without the LLM ever process-
ing untrusted data. However, tasks that require summarization or
natural-language instruction interpretation fundamentally need
the LLM to process data content; we classify these as Read-Required.
To assess the prevalence of such tasks, we manually categorize all
97 tasks across the four AgentDojo suites by scriptability shown in
Figure 2. Across all suites, approximately 78% (~20% blind + ~58%
schema-inferable) of tasks are scriptable without the LLM observ-
ing any data, while 22% are Read-Required and require the LLM to
directly read untrusted data.

Moreover, LLMs have demonstrated strong code generation ca-
pabilities. SWE-bench [11] shows that frontier models can resolve
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Read-Req., Blind Suite N B SI R-R %Scr.
22% 20%

Workspace 40 19 11 10 75.0

Banking 16 0 14 2 87.5

Slack 21 1 11 9 57.1

Schema-Inf. Travel 20 0 20 0 100.0

ELE All 97 20 56 21 784

Figure 2: Scriptability of all 97 AgentDojo tasks. Tasks are
categorized as Blind (B), Schema-Inferable (S-I), or Read-
Required (R-R). ~78% are completable by scripts without the
LLM accessing any data.

real-world GitHub issues by producing working code from natural-
language descriptions. Writing data-processing scripts from task
prompts and tool schemas is a simpler instance of this capability.
Together, these two observations—(1) that many tasks are script-
able without data access, and (2) that LLMs can generate effective
scripts—motivate an architecture where the LLM never needs to
observe untrusted data for successful task completion.

3 Execute-Only Agents (XOA)

We propose a novel architecture for building agents called Execute-
Only Agents (XOA) that is built on two core principles:

(1) No-Read Principle: Inspired by execute-only memory ar-
chitectures like XOM [12] and computation on encrypted
data via fully homomorphic encryption [8], the LLM must
never observe untrusted data. All external data processing
occurs in isolated execution contexts whose results are not
propagated back to the LLM.

(2) Code generation is independent of data access: Gener-
ating a program that processes data does not require access
to that data, and functional scripts can be derived from task
descriptions and tool schemas alone.

The XOA architecture realizes these two principles through the
following components (Figure 3):

Execute-Only Sandbox: The root cause of prompt injection is
the LLM observing untrusted data. Following the No-Read Princi-
ple (Principle 1), XOA leverages an isolated sandbox with full tool
access where no data is ever propagated back to the LLM, so even if
a file contains malicious instructions like “[GNORE PREVIOUS IN-
STRUCTIONS?”, it is processed by the language interpreter (Python,
Go, etc.), not by the LLM.

System Prompt and Tools: Since the LLM cannot see data, it
must reason about tasks through code. The system prompt provides
tool schemas and instructs the LLM to generate scripts to accom-
plish user tasks using a single dispatch tool(execute_script) to
dispatch the script to the execute-only sandbox.

Development Playground: Analogous to coding in general,
where compiler feedback, iterative execution and debugging are
used to iteratively refine code, XOA uses a trusted playground
equipped with a linting/type-checking toolchain and mock data
(potentially generated using the LLM) to iteratively refine scripts
before execution. Since code generation is independent of real data
(Principle 2), the playground does not need access to the actual data
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Figure 3: XOA architecture. The LLM develops scripts in a
trusted Dev Playground, then dispatches them to an execute-
only sandbox. Untrusted data (emails, files, web pages) is
accessible only within the sandbox; no untrusted content is
ever observed by the LLM.

and can be used to develop scripts without exposing untrusted data
to the LLM.

4 Discussion

Several defenses have been proposed against indirect prompt injec-
tion, but none provide strong assurances. Alignment and prompting
techniques like instruction hierarchy [14], StruQ [4], and Spotlight-
ing [10] remain probabilistic, as even aligned models are vulnerable.
Detection via embedding classifiers [3], activation analysis [1], or
gradient methods [15] faces an inherent cat-and-mouse dynamic.
Dual-LLM architectures like CaMeL [6] and FIDES [5] quarantine
untrusted content processing, but still expose an LLM to untrusted
content, leaving residual attack surface.

Our work, however, provides strong guarantees against prompt
injection and our contributions are: First, we introduce a scriptabil-
ity taxonomy that categorizes agentic tasks by the minimum data
knowledge the LLM requires, revealing that 78% of all 97 AgentDojo
tasks are scriptable without the LLM processing any untrusted data.
Second, we propose Execute-Only Agents (XOA), a defense para-
digm that provides architectural rather than probabilistic protection
against indirect prompt injection by ensuring the LLM never ob-
serves untrusted data. We plan to evaluate XOA on the AgentDojo
benchmark and compare its utility and attack success rate with
other architectures. Our work also raises some open questions. The
no-read principle inherently limits the LLM to tasks expressible as
self-contained scripts. Although Read-Required tasks seem out of
reach for XOA, we believe that with further development of the
system prompt and the development playground by equipping the
playground with more trusted tools, we can improve the utility of
XOA. We also believe that as model capabilities improve, the code
generation process will only become more effective and efficient,
and XOA will be able to complete more tasks.
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