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Why high-agency changes security?
Orchestration code can call tools, spawn subtasks, and
delegate across machines and clouds
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So what breaks today? What needs to change?
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How Grimlock restores the boundary?
Two design principles: mandatory mediation at the sandbox 
edge, then authorization bound to the live channel.
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How does Grimlock work?
Each agent runs in its own sandbox; each host runs Grimlock as a local guard.

1
eBPF hooks redirect all 
sandbox traffic into the 
host-local guard

2

Guards establish a 
standard TLS 1.3 channel; 
kTLS handles record 
processing

3
Authorization happens after 
handshake completion, 
bound to that channel

4

Receiving guard validates 
and only then releases 
plaintext to the destination 
sandbox

Sandbox A
A sandboxed agent
connects as usual

Guard A
local guard owns the
enforced egress path

TLS 1.3 + kTLS
standard protected channel

between guards

Guard B
revalidates token +

channel binding

Sandbox B
plaintext 

released only
after checks 

succeed
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A2A communication: what actually happens
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Grimlock: A2A Communication 1/2

Agent A
Sandbox) Guard A

Host A

Guard B Agent B
Sandbox)

Host B

1. Connect B, 8080

2. eBPF redirect dst to 
127.0.0.1:15001

3. TLS 1.3 ClientHello + KeyShare

4. ServerHello + Cert, Finished}

5. Cert, Finished} (mTLS client auth)

6A. kTLS configured
enabled setsockopt(TCP_ULP, "tls")

6B. kTLS configured
enabled setsockopt(TCP_ULP, "tls")

kTLS tunnel
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Grimlock: A2A Communication 2/2

Agent A
Sandbox) Guard A

Host A

Guard B Agent B
Sandbox)

Host B

7. Attestation Challenge (nonce_down, scope, audience)

8. Attestation Response TEE Evidence committing to H(cb))
9. Remote Verifier 
appraises + mints 

Scope Token: 
(scope, audience, 

expiry, H(cb)) 10. Scope Token + Application Data

11. Validate Token ✅
12. Release plaintext data
TLS terminated at Guard)

kTLS tunnel
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What Grimlock buys us?

Before

Trust lives in app code

Checks vary across runtimes and 
orchestration paths
Delegation is broad, implicit, and 
hard to audit

With Grimlock

Trust lives in guarded substrate

Mediation is enforced below the agent

Delegation becomes short-lived, scoped, 
and auditable
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Takeaways

1. High agency is valuable, but it collapses security 
boundaries if trust lives in agent application code.

2. Grimlock restores that boundary with no-bypass 
mediation at the sandbox edge and authorization bound 
to the live protected channel.

3. Secure agent-to-agent communication, not asking the 
agent to become the security boundary.
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Q&A


