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My Perspective as a Systems Researcher

• IBM research ~10 years
• Virginia Tech ~5 years
• Interest/expertise is in Systems

• Trusted computing
• Virtualization
• Kernel extensions

• Have always avoided AI/ML… until now?



Why Agents are Different

• Impacts of Agentic AI on systems problems that I'm familiar with

• PART 1: The rise and fall of the Unikernel
• Specialization vs. generalization and how coding agents affect it

• PART 2: The rise of safe kernel extension
• Safe extension and how agents magnify its importance

• PART 3: Specialized software explosion
• Future looking challenges



PART 1:
The rise and fall of Unikernels



Context: cloud computing ~ 8-10 years ago

• Pay-as-you go compute resources
• No need for customers to own and 

manage physical servers

• How resources are exposed to 
cloud users: unit of execution
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Unit of execution: the virtual machine (VM)

• Can run general-purpose workloads
• Guests/tenants well isolated

• Each has its own filesystem, network stack, 
etc.

• Run on thin virtual hardware abstraction

• But VMs  are heavyweight
• Image size
• Startup time
• Runtime overheads
• Memory density
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Unit of execution: the container

• Can run general-purpose workloads
• Guests/tenants appear isolated

• Namespaced views of filesystem, network stack, etc.

• Containers are lightweight
• Image size
• Startup time
• Runtime overheads
• Memory density

• But run on wide POSIX abstraction
• Poor isolation
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In search of a better unit of execution…
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In search of a better unit of execution…
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In search of a better unit of execution…
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In search of a better unit of execution…
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• Language-specific
• MirageOS (OCaml)
• IncludeOS (C++)

• Legacy-oriented
• Rumprun (NetBSD-based)
• Lupine Linux
• Hermitux
• OSv
• Unikraft

Unikernels and Compatibility
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Issues with "general" unikernels

• Unikernel benefits erode with generality
• E.g., Static analysis/ whole-system optimization

• Lack full Linux support
• Missing system calls, non-PIE incompatibilities, TLS incompatibilities, fork, 

/proc, signals, etc.

• Curated applications
• Out of date?

Specialized code has been costly to develop and/or maintain
• Requires language enthusiast community (e.g., Mirage OCaml)
• Or maintainer critical mass (e.g., Linux)



Specialization is practically infeasible



Specialization is practically infeasible
Unless...

Perfect! 
I can do that.



Cambrian Specialized Unikernel Explosion

• Challenges:
• Is it reasonable to rewrite/specialize 

very large, complex software?
• Is the code any good?  Is it safe?

• Coding agents could cause an explosion of new implementations



Cambrian Specialized Unikernel Explosion

• Challenges:
• Is it reasonable to rewrite/specialize 

very large, complex software?
• Is the code any good?  Is it safe?

• Coding agents could cause an explosion of new implementations

Stay tuned for 
extensions!



PART 2:
The rise of safe kernel extensions



The kernel extension ecosystem
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• Emerging use cases for custom code in the kernel
• Networking: packet processing or filtering
• Observability: collect metrics
• Tracing/Profiling: follow execution to debug problems
• Security: gather context for policies
• Application acceleration

• Kernel module?  Too risky
• Userspace? Too slow

• Need a way to safely run third-party code in the kernel…



BPF: verified safe kernel extensions

• User-supplied programs that run at 
hook points in kernel
• Programs specified in eBPF bytecode that 

is amenable to verification

• Verified by in-kernel verifier
• Form of symbolic execution to check for 

safety (e.g., no NULL dereference, resource 
safety, termination, etc.)

• In-kernel JIT compiler converts to 
native binary



Issues to solve

• Safety
• Unsafe nesting
• Interactions with kernel environment
• Long-running extensions

• Performance
• Kernel hooks
• Pairwise extension patterns
• Selective extension



Safe extensions beyond kernel BPF
• Bpftime enables efficient and 

safe userspace extension

• Rex enables similar safety 
guarantees via Rust and a 
kernel runtime instead of BPF

• Application-specific kernel 
extensions (e.g., BMC 
memcached cache)



Safe extension of software is becoming 
practical and general



Already necessary for some Agentic Tasks

• Performance debugging agent
• Require privilege on system
• Verified extensions (like BPF) 

prevent some undesirable 
outcomes

• One part of a larger system to 
support privileged performance 
debugging agents



Specialization is coming

• Recall: specialization carries 
benefits

• Extension provides a practical 
means to specialize complex 
software

• Safe extension rules out some 
code issues



PART 3:
The Specialized Software 
Explosion



Specialized Extension Explosion

• Further challenges:
• When to extend vs. rewrite?
• How to manage ecosystem of extensions?
• How to monitor/debug deployments with 

heterogeneous implementations?
• Cross-implementation logging

• Coding agents could cause an explosion of new specialized 
implementations and/or extensions that specialize existing software



Cross-implementation Logging

• QUIC transport layer protocol is implemented in 
userspace
• Fast innovation cycle
• Lots of implementation heterogeneity

• qlog attempts shared structured logging, but 
implementations do not use consistently

• Given the QUIC protocol, can a coding agent 
provide consistent, cross-implementation 
logging?
• QUIC specification is key



Other Discussion points

• Evolving software towards extensibility vs. rewrite
• General extensibility vs. "parametric customization interfaces" [1]
• Where should "safety" be enforced?

• Homogeneity vs. Heterogeneity
• Is agent-derived code homogeneous or heterogeneous?
• Merits of software diversity (e.g., ASLR)

• Importance of specification
• Grounding across implementations
• Opportunities for verification

• Death of abstraction layers?
• A collapse of the ossified software stack?

[1]: Druschel et al. Extensible Kernels are Leading OS Research Astray. HotOS '97



Summary

• Coding agents may enable practical and 
widespread software specialization

• Safe extension provides a path forward 
to mitigate complexity and safety 
challenges

• How to prepare for the specialized 
software explosion?
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